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Overview of Williamsburg County School District
Williamsburg County School District is located in the eastern part of the state with the District Office located In
Kingstree, SC. As of February 2016, the district is comprised of 10 schools and a Career/Technology Center,
serving approximately 4,100 students. Test scores for students in grades 3‐8 in the district were below the
state average in all areas, but above their peer districts in all areas except Reading and Math in 2015 and
leadership is working aggressively to take the appropriate measures to enhance the learning experience and
increase student achievement rates in 2016.
Breakdown of schools:
•

W.M. Anderson Primary, 40 years old, grades PK‐2, 459 students

•

Greeleyville Elementary, 30 years old, grades PK‐5, 258 students

•

C.E. Murray Middle/High, 40 years old, grades 6‐12, 382 students

•

Kenneth Gardner Elementary, 11 years old, grades 3‐5, 416 students

•

Kingstree Middle Magnet, 40 years old, grades 6‐8, 460 students

•

Kingstree Senior High, 40 years old, grades 9‐12, 631 students

•

Hemingway Elementary, 9 years old, grades PK‐5, 439 students

•

Hemingway High, 40 years old, grades 9‐12, 346

•

Hemingway Middle, 40 years old, grades 6‐8, 209 students

•

D.P. Cooper Charter, 40 years old, grades PK‐8, 497 students
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Message from District Technology Director
The Technology Plan for July 1, 2017‐June 30, 2020 focuses on empowering education through technology and
provides cost‐effective technologies that enhance learning vital to preparing students for lifelong learning and
workforce readiness. The Plan outlines the strategic alignment of technology systems and functions with the
District’s mission and vision, and the effective and efficient management of technology resources. The Plan
also addresses the District’s goals, objectives, and key results, and dovetails with the District Strategic Plan for
student achievement through technology. It is also in alignment with the National Educational Technology Plan
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and the South Carolina Educational Technology Plan. When we compare this technology plan to the previous
technology plan vision, we have fundamentally changed our views. Previously, technology was considered a
tool to help educate students. Now, we consider technology an integral part of students and their professional
lives – not just the “tools”, but with technology acting as a change agent that is shaping the culture and the
ways of everyone’s lives. In our technology plan, we recognize that our education system needs to take a key
and active role in helping shape student access, knowledge, and use of technology as part of their lifelong
learning.
We believe that there are five elements to this new vision as laid out in our plan:
1. Integrating technology and curriculum: Integrate technology and curriculum to inspire a collaborative
learning community that can effectively find, evaluate, use, and create content. This encompasses
21stcentury learning skills that will use technologies to achieve their professional or personal goals. This will
also promote dynamic teaming and interactive collaboration.
2. Identity and utilize existing, emerging, and cost‐efficient technologies that enhance learning: We need to
continue to stay up‐to‐date on technology. We need to have a forward‐looking element in our technology
vision as technology is changing rapidly, and our students are usually among leading‐edge users. Also, the
fundamental capital expense equation is changing, as technologies follow the commoditization curve, and
as software as‐a‐service and cloud‐computing create new paradigms
3. Ensure equitable access to technology: This is a huge challenge. Provide professional development and
technologies that are necessary to deliver curriculum, communicate, access, manage, and evaluate
student‐related information.
4. Sustainable funding for professional development: We need to find a strategy that allows us to
continually fund professional development to ensure our teachers, support staff and students know how to
properly leverage the technology.
5. Digital Learning Capabilities: We will need to work toward expanding the availability of digital learning
tools. The District hopes to get appropriate funding and resources to achieve this challenging goal of
providing high‐quality access to digital content for our students and teachers. These tools can be
leveraged to augment what the teachers are doing in the classroom and provide additional assistance in
areas such as keyboarding to help ensure students are ready for online testing activities.

The Technology Plan was developed with consideration of our budgetary constraints. During these challenging
economic conditions, we are taking active measures to decrease our technology‐related expenses by exploring
and implementing cost‐cutting alternatives to traditional processes and systems. The 2017 – 2020 Technology
Plan provides the roadmap and direction for the District's technology initiatives. Successful implementation of
the Plan will require clear definition of goals and objectives. The Plan will be reviewed periodically to ensure
that we are achieving our goals within the defined targets.

District Mission:
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The mission of Williamsburg County School District is to prepare students for college, careers, and citizenship in
a global society. Therefore, we will provide students:
•

An array of exceptional learning experiences in classrooms and beyond that set high expectations for
every student.

•

Opportunities to develop talents, interests, and skills through choices from a comprehensive system of
21st‐century learning experiences in the arts, academics, and athletics.

•

Various innovative learning delivery and support systems to personalize learning and to ensure that our
students are learning sophisticated 21st‐century skills, knowledge, and attitudes.

•

Opportunities to practice leadership and citizenship in a global context.

•

Access by the community to provide a range of learning and participatory community experiences
throughout life.

•

A learning environment and professional culture of caring and support.

District Vision:
In partnership with all stakeholders, Williamsburg County School District will ensure a world‐class education for
all students by utilizing a rigorous, innovative curriculum that focuses on creativity, critical thinking, and problem
solving. Therefore:
•

Our schools serve as the center for community learning.

•

Our students are engaged in high quality learning and are provided an exceptional array of 21stcentury
learning experiences.

•

Our collaborative and innovative organization for learning develops self‐directed, creative, and
collaborative graduates.

•

Our culture and our academics develop leadership and citizenship skills for the world and for our
democracy.

•

All stakeholders accept collective responsibility for the sophisticated learning of our students.

•

Each student receives the personal support necessary to reach his or her goals through a caring
environment that advocates for students and works to eliminate barriers to learning.

School District Core Principles
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Williamsburg County School District values the following principles as demonstrated through its operations,
instruction, and learning environment.
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Community
Cultural Sensitivity
Diversity
Equity
Ethics
Excellence
Family
Honesty
Inclusion
Knowledge
Parity
Professional Development
Professionalism
Respect
Skill‐Building
Social and Emotional Development
Trustworthiness

School District Goals
Goal 1: Student‐First Philosophy
Implement research‐based fully enriched instructional models that enable students to develop the
criticalthinking and analytical skills necessary to succeed academically. Support each student, not as a
collective unit, but with personalized educational plans. Provide meaningful follow‐up, monitoring, and
mentorships that provide support necessary to succeed. Develop age‐appropriate life skills training programs
for students and families that cultivate soft skills including self‐determination and self‐advocacy. Seek
equitable outcomes for all student groups that help each student achieve the greatest success possible.
Continue to strengthen choice programs, career academies, and other career/technical curricula that meet the
needs of our students while supporting the economic development goals of the community. Implement
methods to identify learning styles and match them with appropriate teaching methods.
Goal 2: Family Matters
Create policies and programs that proactively engage all parents, caregivers, and families as the primary
partners in the education of students. Implement new policies, procedures, and processes to make schools
more family‐friendly so that the school encourages parent/caregiver participation by providing: an inviting
campus, a welcoming atmosphere, and mutually‐beneficial opportunities to interact with teachers and
administrators. Train principals and teachers on how to maximize interactive opportunities with
families/caregivers via face‐to face meetings, as well as communication through technology. Hold
teachers/administrators accountable to families/caregivers for parental involvement efforts.
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Goal 3: Qualified and Highly Effective Workforce
Cultivate a fluid leadership development succession planning program that keeps good teachers teaching,
strengthens classroom management efforts, and produces highly effective academic leaders, assistant
principals, principals, and administrators. Conduct a resource allocation study evaluating socio‐economic
factors in the School District to identify shortfalls and inconsistencies between schools within the District, and
reassign resources, including the workforce, to address equity in a Student‐First Philosophy. Enact a
professional development program that is coupled with a system that ensures adequate pay for a well‐trained
workforce. Ensure that professional development supports and strengthens choice programs, career
academies, and other career/technical curricula to meet the needs of our students while supporting the
economic development goals of the community. Provide intrinsic incentives to encourage the reassignment of
the best teachers (as measured by student performance and acceleration data) to underperforming classes,
schools, and student populations as demonstrated by need.

Goal 4: Efficiency and Accountability
Streamline and reduce the levels of bureaucracy. Redistribute savings and maximize limited financial resources
to be applied to help modernize the technology across all schools within the district. Assess each department
and its purpose, expenses, and how it serves and meets student needs. Strengthen the balance between
academic achievement and a robust student services program that will support the social, emotional, and
career/technical/vocational needs of students through guidance programs. Develop and report on efforts to
provide students and teachers with up‐to‐date technology and wireless connectivity at each school campus to
ensure the ability to perform and compete successfully in the global knowledge economy. Enhance the
learning environment of each campus to ensure top‐notch facilities that are safe and encourage increased
learning opportunities, which will lead to achievement. Seek parity in funding and resources among schools
throughout the District with a focus on strengthening schools.
Goal 5: Community Engagement
Develop a robust model to engage the community and provide meaningful opportunities for volunteers from
stakeholder groups (including business, civic, and social organizations) to support the schools and all of their
students. Create a multi‐year, multi‐faceted campaign to engage partners in creating a world‐class education
system; demonstrate the return‐on‐investment economically and socially to partner organizations. Regularly
acknowledge and reward the participation of volunteers and partner organizations. Ensure that there are role
models and mentors who represent the diverse student body and relate to the students and families with
whom they are working. Ensure that principals, administrators, and teachers have professional support from
the community to assist with professional development, management skills, and the rapidly changing
technology and education models. Continually reach out to community organizations (social, civic, business,
faith‐based, and others) to inform and recruit assistance for students and school personnel.
Goal 6: Communications Campaign
Create a district‐wide communications strategy that targets students and families, the District workforce,
external stakeholder groups, and the public. Outline the efforts underway to leverage technology in the
education ecosystem and identify ways for high schools, technical colleges, community colleges and state
colleges to better prepare students for the new jobs coming into the State of South Carolina. Foster
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relationships with business across the state to ensure WCSD schools understand what jobs exist and what skills
are necessary in order to obtain one of these jobs.
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Introduction
In the New York Times on August 17, 2011, Pulitzer Prize
winner, Thomas L. Friedman, said, “…globalization and the
information technology revolution have gone to a whole
new level. Thanks to cloud computing, robotics, 3G wireless
connectivity, Skype, Facebook, Google, LinkedIn, Twitter,
the iPad, and cheap Internet‐enabled smartphones, the
world has gone from connected to hyper‐connected. This is
the single most important trend in the world today and it is
accelerating at an ever‐increasing pace. And it is a critical
reason why, to get into the middle class now, you have to
study harder, work smarter, and adapt quicker than ever
before. All this technology and globalization are eliminating
formerly considered “routine work — the sort of work that
once sustained a lot of middle‐class lifestyles.”

A modern School District’s technology thinking and planning must embrace world‐class proficiencies and the
Technology Plan for years 2017‐2020 does this by advancing and joining the District’s Strategic Plan. The
Technology Plan positions the District to engage, empower, and challenge our students and their families, via
the same technology that has changed the world, to become innovative thinkers who can resiliently adapt in
an ever‐changing world and become the creators of tomorrow’s trailblazing technologies and initiatives.

Roy Amara, (a researcher, scientist, and past‐president of the Institute for the Future) said, “We tend to
overestimate the effect of a technology in the short‐run and underestimate the effect in the long‐run.” The
School District of Williamsburg County, South Carolina, is in it for the long‐run, as will be our students with
technology. Accordingly, our commitment is to provide the best of modern technology to reach our students
and accomplish our mission by positioning technology in students’ hands and empowering them to learn with
it.

The District accepts that technology is at the core of virtually every aspect of our students’ daily lives, and we
must leverage it to provide engagement and create powerful learning experiences and content for them.
Additionally, we must use technology to deliver educational resources and assessments that measure student
achievement in more complete, authentic, and meaningful ways. Every student must have dependable and
equivalent access to all of our learning resources, both virtual and physical.

Our technical infrastructure must be flexible to accommodate initiatives brought on by rapid technological
changes, revolutions in curriculum delivery, and state mandates. Our technology must deliver information to
students and all stakeholders in a safe and secure environment where consistent access and equity are
ensured. Our teachers and staff must be educated, coached, and supported to integrate technology into the
hands of our students for learning.
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We are very proud of our technology staff and our district leadership who championed this Technology Plan,
through a collaboration of our vision for the next three years, addressing students as its priority. Our District’s
guiding principles for the future of technology continues to be no different than those at the National and
State levels. The National Educational Technology Plan, released in March 2010, states:
“National Educational Technology Plan (NETP) calls for revolutionary transformation rather than evolutionary
tinkering. It urges our education system at all levels to:
•
•
•
•

Be clear about the outcomes we seek.
Collaborate to redesign structures and processes for effectiveness, efficiency, and flexibility.
Continually monitor and measure our performance.
Hold ourselves accountable for progress and results every step of the way.”

These guiding principles continue to form the foundation for the District’s Technology Plan. We have taken
successful measures to establish a robust technology infrastructure at all of Williamsburg County schools to
support the multitude of tools and applications. This effort will continue in the new plan. Again, at the top of
our list of priorities is to ensure that technology is readily available and seamlessly integrated into the
instructional process, including the necessary training for teachers and school administrators. Additionally, it
is imperative that our leadership thoughtfully plan for sustainability to ensure technology is consistently
refreshed on a regular basis and training for the new technology is budgeted for well in advance.
The diagram below illustrates the priorities for technology planning at the National and State levels, as well as
at within our District.

US Department of Education
South Carolina Board of Education
‐ Learning

‐ Networks

‐ Digital Content

Williamsburg School District

‐ Assessment

‐ Tools
‐Data

‐ Digital Divide

‐ Teaching

‐ Training

‐ 21st Century Technology

‐ Leadership

‐ Assessments

‐ Staff

‐ Connected Learning Environment

‐ Infrastructure

‐ Community

‐ Productivity

‐ Integration
‐ Personalized Learning

‐ Safe and Secure Environments
‐ New and Emerging Technologies

‐ Skills

‐ Professional Development/Training

‐ Assessment

‐ Service Level Agreements

‐ Sustainability

‐ Sustainability

The objectives of Williamsburg County School District’s plan match up evenly with those of the State
of South Carolina’s plan and incorporate many of the unique challenges and needs across our state. A
summary of this plan’s focus and main priorities can be found below:
12

Provide
Consistent
and
Sustainable
Funding

Provide a
Robust
Infrastructure

Provide
Effective
Professional
Development

Provide Safe
and Secure
Learning
Environments

Bridge the
Digital Divide

Profile of
Carolina
Graduate

Provide
Access to
New and
Emerging
Technology

Support 21st
Century
Learning
Models
Enhance the
Testing and
Assessment
Process

Provide a
Connected
Learning
Community

Framework of This Plan
Williamsburg County School District (WCSD) has created a framework comprised of six (6) core components
that we will focus our strategic planning around. These components include:
•
•
•
•
•

District Wide Leadership
Budgets and Sustainable Funding Models
Infrastructure and Technology
Data and Privacy
Curriculum/Instruction/Assessment
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•

Community Involvement

The framework we are modeling will provide a roadmap to guide our district towards high quality teaching
and learning accelerated and augmented by the effective use of technology. Our leaders need to create
dynamic cultures of innovation within our schools. All levels of our leadership from the local school board to
the superintendent to our principles and all administrators in between must believe in the district’s shared
forward thinking vision of leveraging 21st century technologies to enhance and expand the learning
experience. It is imperative that a culture of innovation that will build the capacity of students, teachers,
administrators, parents and the local community to work collaboratively towards the future.

“Our vision will be far‐reaching and its
foundation will be wholly student centered”
Ernest Young, III‐Technology Director

District Wide Leadership
Effective change requires effective leadership. Leadership
matters tremendously, both to bring stakeholders together and
to manage these deep, systemic changes. All perspectives must
be counted and part of this process. At the same time, we have to
keep moving forward to serve our students. For the people who
don’t believe reform is needed, show them the research and
data. Are we producing deep thinkers, problem‐solvers,
innovators, scientists, and engineers at the rate we need? Are
children becoming less creative as they age in school? Are they
dropping out at higher rates? Are students motivated in their
learning environments? Examine the data, and figure out what it
is telling us we need to do.
In recent years, we have seen many examples of leadership helping to transform school districts. In the places
where we see success with education transformation, we see consistent leadership and a systemic approach.
The top leadership, policymakers, and teacher leaders share a common vision, and are working together to
make changes happen throughout the system. It’s not a matter of a single leader, but a leadership team that is
banded together top‐down and bottom‐up around the strategic vision. The messaging and the expectations
are consistent. Everyone understands the vision, the strategies, and the actions that need to happen—and
they’re all aimed at serving each student, so each one can reach his and her greatest potential. When the
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superintendent, principals, technology staff and local school boards are all in synch and they effectively plan
for the proper utilization of technology, the students win. When there are individuals or groups effectively left
out of the planning process we see many examples of students losing. This is not a coincidence.
The exciting thing is that changes are happening. Attitudes are changing. People recognize that even though
money is tight and change is hard, we have to move forward. There’s also much greater recognition that just
putting the technology out there and waiting for magic to happen doesn’t work. But we’ve got comprehensive
transformation models, research to back it up, and expert practitioners who can help. Effective leadership
teamed with a systematic approach can make it happen.

Leadership Skills for Transformational Change
Transformative use of educational technology requires changes to pedagogy, curriculum, assessment, policy,
professional development, funding, and more. Managing these changes calls for highly skilled leaders who
can:
•
•
•
•
•

Inspire strong‐minded individuals with widely differing viewpoints to work together toward a common
purpose.
Implement significant changes across a complex system that includes disconnected silos and diverse
stakeholders.
Advance the school culture to increase collaboration, inspire innovation, and establish a cycle of
continuous improvement.
Understand how proposed changes will affect curriculum, instruction, and assessment, and lead in
implementing the changes.
Monitor results and make adjustments as needed to continuously improve the program’s results.

Leadership is crucial to ensure that technology‐enabled learning becomes a permanent part of the educational
experience—that it outlasts the leader who introduced it. By creating a strong leadership team, building
community support, managing the changes expertly, and working with state and local entities to plan for
longterm sustainability, skilled leaders can empower school systems to not only deploy mobile devices, but
also use them in meaningful ways to improve student achievement and equity.
Collaborative leadership, with detailed planning conducted by a cross‐functional team, can improve
decisionmaking, produce a more practical and workable plan, and avoid surprises as the initiative proceeds.
Seeking input broadly from stakeholders can build support for the initiative. Sharing opinions and viewpoints
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can increase trust and understanding and enable issues to be identified and addressed early in the decision
cycle. For example, a device selection team that includes students, teachers, principals, curriculum specialists,
technology directors, local business professionals, and parents can lead to smarter device selection.

Advance the School Culture
In many successful technology‐enabled learning initiatives, leaders transform the school culture in ways that
facilitate technology adoption and amplify its educational impact. Among these changes:
•

School as a learning community. Incorporating technology with effective teaching strategies requires
courage, risk‐taking, and innovation, especially when the goal is transformative, second‐order change.
Establishing a vision of the school as a learning community with teachers as the lead learners can
accelerate the impact of technology deployment.

•

Principal as chief change agent. Principals are pivotal change makers and crucial to the success of any
educational technology initiative. Effective principals serve as powerful role models who actively
embrace change. They support stakeholders in managing their new roles and responsibilities, and
ensure that teachers have the resources they need to succeed. It’s imperative that principals receive
targeted training if they are not comfortable in these roles. These evolving skills are often times
neglected, but they are vital to the success of a principal.

•

Collaborative teaching environment. A collaborative, supportive teaching environment can reduce
isolation, lessen the fear of change, and give teachers a safe environment in which to advance their
pedagogy. Teachers can collaborate to design and create new curriculum, interdisciplinary projects,
digital content, tools, and resources.

•

Students as drivers. As teachers adopt new learning and teaching strategies, students increasingly
become drivers of their own learning. Their voices should be heard throughout the planning and
implementation of the educational technology initiative.

•

Continuous improvement. Digital technologies provide a wealth of data that can support efforts to
increase evidence‐based decision‐making. Effective school cultures can improve student outcomes by
creating a cycle of continuous improvement driven by data and results and supported by an array of
high‐quality professional learning options.

•

Distributed leadership. Building leadership capacity throughout the school system can increase
organizational effectiveness, develop management and decision‐making skills at many levels, and
reinforce the benefits of a collaborative learning community.

Strategic Planning is Imperative
Williamsburg County School Districts recently received an independent assessment from outside contractors
funded by the Department of Education. This assessment was primarily focused on determining if our district
was ready for Online Testing for grades 3‐8, but it also examined other areas of our district including strategic
planning. We received a low score in this area when compared to other districts similar in nature to our own.
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There were four key areas that helped lead to our lower score– funding, collaboration and professional
development and community involvement. It is imperative that our leadership create and maintain a strategic
plan that addresses how technology will be procured and sustained and ultimately integrated into the
curriculum. Our plans must address the reality of our student’s economic conditions and the fact that state
agencies will be unable to fund all of our needs in these areas. Our planning efforts must address the realities
that our district faces and tackle these issues head on to ensure our students receive access to the same
quality technology and learning experience as other districts across the state.

Over the past decade, the technology environment has become an increasingly important dynamic for our
administrative requirements and for a student’s school experience. WCSD students spend more time
interacting with technology in traditional classroom settings and through the technology our teachers weave
into the education experience. Our students today are familiar with computers and the Internet since birth
and have grown up to expect a wide range of services and information be available electronically any time of
the day or night. There is a strong and increasing desire by our students wishing to incorporate their own
technology devices in our schools, which they expect to easily integrate within our infrastructure and for them
to be useful in their studies. Our staff as well have increasingly high expectations for information services.
More and more staff now use a variety of digital materials and tools to supplement yesterday’s textbooks,
inclass lectures and traditional classroom infrastructures.

Where a chalkboard, whiteboard or overhead projector was sufficient to conduct class, many teachers now
expect their classrooms to be equipped with network LCD projection equipment, interactive white boards
(SMART boards), audio enhancements for hearing impaired students, networked desktop and laptop
computers and mobile devices. While the importance of technology in schools and our administrative office
continues to grow, we are losing the technology leadership we once enjoyed. The unprecedented acceleration
in technological advancements that marks the dawn of the 21st century offers both opportunities and
challenges. The stream of new technologies will continuously enable new and better ways of communicating,
creating and synthesizing knowledge. But at the same time, the mounting pace of technological
enhancements will apply increasingly competitive pressure as schools are differentially able to adapt to the
escalating pace of change.
To be successful, our leadership must be able to reap continual advantage from the power of rapidly changing
technologies while effectively managing the disruption these changes will bring. To advance in the face of
these impending pressures, WCSD must develop new strategies for rapidly and continually integrating
technology into every aspect of its operational structure. Effective strategic planning is the only way to stay
ahead of these challenges and without effective and flexible planning efforts our district will struggle to stay
ahead of the technology curve.

Bottom Up Strategic Planning
The three components of strategic planning that ultimately lead to budget consideration are hardware
(including infrastructure), software, and staff development. National research states that a budget which
places equal financial support in all three areas will in fact support student learning. Hardware needs to be
robust enough to support the type of activities students and teachers are trying to accomplish with their
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computers and support the software we wish to purchase. Software decisions should always come back to the
support of student learning and ensure that students are able to meet curricular outcomes. Staff development
must support teachers so that technology is not getting in the way of pedagogy. Embedding philosophical
technology training into core curricular in‐service on a regular basis is essential. Training then expands to focus
on skill attainment to fill identified needs for general skills and specific software implementations. Reviewing
and communicating the intent of the technology plan to administrators, teachers, and technology department
personnel is important to the success of the overall plan. Addressing key questions in focus groups and actively
seeking solutions to existing problems is essential and leadership must utilize bottom up strategic planning to
ensure all voices are heard and decisions are made with all of the facts.

Budgets and Sustainable
As the importance of technology has grown in education, Williamsburg County School District has increasingly
committed sparse district resources to funding devices, infrastructure, software, and training for
administrative staff and students. The district attempts to maximize available funding sources to accomplish
this goal, including flexing appropriations when allowed, seeking grants, and utilizing cost‐management. The
district received a Race‐to‐the‐Top Grant in the past from the federal government that helped augment some
of the district’s available technology funding allowances but the limitations on how the funds could be spent
created an environment of “haves and have nots” when it comes to technology. The limited sources of
additional revenues exacerbate this situation. The lack of any additional bond money and the fact there are no
special taxes available to leverage all the more difficult.
The District is maximizing the use of federally funded E‐Rate, but these funds can only be spent on very specific
areas. The state has provided K‐12 Initiative funds to help augment budgets, but these funds also are limited
in how they can and should be spent, further limiting how the administration can disperse them to the needy
schools and departments. Moreover, these K‐12 Initiative funds are temporary in nature and are scheduled to
be eliminated or at the very least reduced in the coming year, making budgeting for the future all the more
challenging.

Funding Challenges

•

Funding is a primary limitation as the district can only guess as to the funding available to support
technology needs in future years, and this is greatly complicated by the need to address a time‐horizon
greater than one or two years. In most cases, funds cannot be flexed or held‐over to more than a single
year, meaning that monies may not be available in the year that they are needed. It’s hard to do proper
strategic planning when the leadership doesn’t know exactly how much money they will have year to year.

•

Funding also creates challenges for the personnel needs as the district must compete against both private
and public‐sector employers for a high‐demand skillset. Also, the district is only able to fund basic
support and management positions with no FTE’s available for cross‐training of employees. Likewise, with
other districts in the area paying as much at $14,000 more for the same positions, retention of personnel
makes planning difficult.
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•

The changing rules associated with E‐Rate are also an area of concern. The way the funds can be
leveraged and the areas they can be applied are changing and some are being phased out in the near
future. The areas where our district really needs additional funding are areas where we don’t have
sustainable funding which poses a challenge.

How Other Districts Address Funding Challenges
Similar districts have pursued leasing, special bonding, and other measures to fund technology; however, these
methods have been deemed as ineffective for Williamsburg County. Leasing has been explored, and
leadership believes that the district is best served by the one‐time purchasing due to the lower total cost and
the inability to forecast out multiple years how much money will be available to fund technology. Within the
community, there is little appetite for additional indebtedness due to the economic conditions in the area.
Additional grants may be available, but searching for these grants and applying takes considerable time and
effort, and the limited bandwidth of WCSD staff to focus on non‐mission critical activities is a challenge. The
district continues to seek collaboration on managing and funding technology, but there are significant
challenges WCSD faces that, unfortunately, require difficult decisions to solve.
Many other districts across the state that share similar economic and demographic characteristics are
conducting top‐to‐bottom reviews of staffing models and mapping roles and responsibilities to daily activities
across the district. This exercise is intended to help realign staff to work in a more streamlined manner.
Several districts are turning to outsourcing key business functions to help save money and/or improve service
delivery to the district’s staff and students. Additionally, Williamsburg has begun discussions with other
regional districts to explore collaboration opportunities where the sharing of fixed costs and coordination of
large purchases could help reduce costs and save money. The district is optimistic these collaboration efforts
can yield positive results in the near future.

The Need for Sustainable Funding
Sustainability is a primary concern for the district. Over the years, several funding sources (i.e. K‐12 Funds,
Testing Readiness Technical Assistance) have helped the district close the equipment gap, these funds are
neither promised to be reoccurring nor stable in their funding amount. Likewise, the district has specific needs
for personnel and training for which additional funding is not readily available. Sustainability is one of the
district’s biggest challenges and makes forecasting future technology purchases challenging and unpredictable.
The concern with many of these funding sources is where the money comes from and how it’s appropriated.
For instance, the K‐12 initiative money comes from excess lottery funds that were parsed out to the districts
over a three‐year period. While this money is greatly beneficial and greatly appreciated, it’s very hard for
district leadership to do long‐term strategic planning when these funds will likely dissipate.

Unfortunately, in many counties across South Carolina there are few funding sources, but by combining several
sources together, schools can enable the transformation process. Funding can come from savings generated by
the use of technology. It can come from school budgets or parent contributions, or from grants, special
programs, or entitlements. You may be able to work with local governments and secure tax relief for the
special use of technology. Since equity is so central to transformation, you may be able to draw from programs
that provide extra funds to schools with a high number of the poorest families. Every district’s approach is
going to be different. The property taxes are different, the local demographics are different, the age of the
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facilities is different and the availability of teachers and support staff differs across counties and often times
WITHIN counties.
It is imperative that district leadership budget successfully and take account of total cost of ownership. TCO is
well established in the world of business, but it has not been applied and is not understood by most schools. In
today’s era of tightening budgets and rising costs, it’s vital for district finance officers to learn about TCO, and
look for tools and resources to help them calculate it. In addition, make sure that the savings generated
through any technology initiatives get reinvested into the district’s technology budgets, and not siphoned off
to fund other parts of the school or district.
It is important to realize that parents are key allies in education transformation, and it is very reasonable to ask
them to contribute something towards the cost of an individual mobile resource for their student. This must be
presented in ways that make it highly affordable, for example, through small, regular payments supplemented
by tax relief. External organizations may be able to handle the billing and payment collection for us.
Extending a school‐based technology program outside the school walls is a powerful way to have more impact
on equity and educational improvement. It is outside the classroom where the deep inequities are rooted, and
where the real opportunity in terms of equity and educational improvement is to be had.
Well‐run technology plans also provide many more ways for schools to really engage with parents to the
benefit of the child and the parents. You can e‐mail them and send messages through the student’s device.
And you can design programs for the parents to work with their children. Simple approaches—putting the
reading assignment on the mobile device allows the child to read it aloud to the parents, and then the parent
can ask questions about the reading—can still be extremely powerful. These types of uses engage the parents
and help them see how learning technology really works—not only how much fun it is, but also how successful
it can be. It increases parent support for technology, and encourages parents to think about becoming learners
again themselves. All these steps help ensure technology can be used to create meaningful and sustainable
results.

Known Risks to Funding
•
•

•

The rules and regulations pertaining to how E‐Rate funds can be leveraged are changing and will make
it harder to leverage these federal funds in the future.
The South Carolina K‐12 Initiative money our district has been receiving for the last few years has been
eliminated as of March 2017. There is no replacement for these funds and our district relied heavily
on them to help purchase and maintain the computers in our classrooms. Without alternative sources
of funding it will be difficult to properly refresh our technology in the months and years to come.
In 2014‐2015, K‐12 Initiative funding = $291,834.66 dollars In 2015‐2016, K‐12 Initiative funding =
$326,399.12 dollars In 2016‐2017, K‐12 Initiative funding = $269,089.99 dollars

The K‐12 Initiative Money Williamsburg County School District has received over the last three years has been
used to modernize the following areas:
•
•
•
•
•

Computers: laptops and desktops
Interactive boards
Maintenance contracts
Technical support
Software licenses
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•
•

Anti‐virus software
Professional development

Unfortunately, our district does not have access to any community bond money that could be leveraged to
help maintain technology in our schools. Many of the more affluent districts use their bond money to
implement sustainable technology funding models, but this is not an option for our leadership team to
consider.

Funding‐Spotlight of Success
•

Race‐To‐The‐Top Grant
Williamsburg County School District was one of a handful of districts awarded this prestigious grant.
It has enabled us to purchase laptops for our students, access software to personalize learning, offer
Internet access to students at home, and provide job‐embedded professional development to our
teachers.

•

Boeing Grant
Williamsburg School District has recently been awarded a grant by Boeing to help expand the use of
technology in our schools and to expand STEM skills and help prepare our graduating students for
realworld jobs. Plans to allocate these funds include:
o

o

•

Williamsburg County School District
($65,310.00) o Kingstree Senior High
School$22,350.00*
Hemingway Career and Technology Center
@ $22,350.00* o C.E. Murray Middle
School @ $6870.00* o Hemmingway M.B.
Lee Middle School @ $6870.00* o
Kingstree Middle School @ $6870.00*

E‐Rate
A recent assessment provided by consultants paid for by the South Carolina Department of Education
evaluated how our school district was utilizing our available funds and we scored as high as possible
when it comes to our E‐Rate utilization. Our leadership team has leveraged these funds in the
following manner:
o

o

Upgraded all schools with state‐of‐the‐art Cisco switches. o Replaced all uninterruptible
power supplies (UPS) within all schools to ensure we have power in the event of a natural
disaster or accident that cuts our power supply.
Leveraged funds to upgrade fiber connections throughout the district from 1 Gb to 10 Gb.
o Increased Internet bandwidth from 1 Gb to 2 Gb. o Purchased disaster recovery and
backup.
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o

Provided E‐mail security.

Infrastructure & Technology
Modern classrooms require robust infrastructure to function properly. Most teachers and students never
think about everything that goes into the “infrastructure” when it’s working properly, but if something is
broken, they recognize the problem almost immediately. It is imperative that our district continue to
thoughtfully maintain and invest in sustaining the underlying technical platform that serves as the backbone
for our learning models. Infrastructure can be defined as the following:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Cabling (phones, Ethernet, fiber optic, other)
Electricity/Power Supplies
Routers/Switches/Wireless Access Points
Servers and Databases
Disaster Recovery
Security Tools
Website
Internet/Streaming Video/Youtube
File Sharing
Printing
Email
HR and Financial Systems
Parent and Teacher Portals
Powerschool

When you think about how much today’s teachers rely on the above components, it’s easy to see how a school
district’s infrastructure can be compared to the circulatory system of a human body. If the blood stops
flowing, the patient dies. If the internet goes down, the students and teachers struggle to learn, and the
district has a challenging time functioning properly.
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The Concept of Digital Inclusion
Digital inclusion is an issue that has the capacity to either widen the socio‐economic gap in our state or help
close it. According to the Social Science Research Council, “Broadband access is increasingly a requirement of
socio‐economic inclusion, not an outcome of it‐and residents of low income communities know this.” In South
Carolina, low income communities and families are particularly impacted by the lack of broadband and even
cellular phone access. In many remote locations across our state and within Williamsburg County, this
problem is main caused by the economic and engineering challenges of laying conduit across remote terrain.
Another challenge is the lack of line density, which refers to the number of customers served by a given section
of broadband wire. This is usually measured in terms of miles. The same amount of infrastructure that would
serve thousands in urban areas serves only hundreds when built in the more remote locations of our county.
While the majority of our county is rural we do have pockets where we have higher population density. It is
these rural families and students that struggle to have the same access to technology that their peers in the
more urban areas tend to have. District leaders and teachers must take this disparity into account when
planning work assignments to ensure students are not set up for failure based on conditions outside of their
control.

The Importance of Library Media Centers
Library media centers continue to play a critical role in our schools. They are hubs for engaged learning,
exploration, and access to information resources, as well as the starting point for student collaboration and
communication. In most schools, the library media center has student computers, a screen and projector, an
interactive whiteboard, Internet access, and electronic resources such as CD‐ROM and DVD. The library
provides access to a wide range of online/CD‐ROM/DVD encyclopedias, reference materials, and video
resources. As with most computers across the districts, the Internet should be accessible for students and
teachers to do research, watch videos, and/or participate in virtual learning opportunities. The media
specialists are oftentimes the primary technology support resource within a school. It’s imperative that media
centers and their staff be fully integrated into a district’s strategic plan. WCSD works closely with our school
libraries as well as our local libraries to ensure students and their families have access to the internet and
computers for research and homework assignments.

Connected Classrooms
High‐speed fiber with most Classrooms in grades K‐12 has a minimum of one computer‐teacher station. The
teacher’s computer includes higher speed, multimedia capacity. The typical classroom includes a printer and
an interactive whiteboard. Teachers can present their lessons to their classes using presentation software and
other applications, and can show the computer information via the large screen display.
Students use presentation systems to show their work to their fellow students and as a vehicle for sharing
culminating project activities with their fellow students. Most students have access to computer devices inside
the classroom, and teachers integrate these machines into the learning ecosystem. Educating the teachers
and students on how to properly leverage the devices takes thoughtful professional development and should
be properly planned for in a district’s individual technology plan.
23

Specific Challenges Williamsburg County Schools Face
Williamsburg County School District understands that infrastructure is critical to technology success and has, in
recent years, provided significant funding to upgrade and maintain that infrastructure. In general, the district
upgrades switches on a seven‐year cycle and servers on a six‐year cycle. Funding for server upgrades is
programmed in the district budget cycle, but switches and other network equipment must be funded from
other sources. In the last 20 years, there has not been a single, consistent source for funding of these items.
This is a common theme across most, if not all, school districts in our state. The lack of sustainable funding
drives strategic acquisitions.
Bandwidth needs have consistently grown in the last ten years and have exploded in the last 24 months with
the introduction of expanded video instruction, 1‐to‐1 initiatives, bring‐your‐own devices to school and the
new laptops, tablets and desktops that consume ever increasing amounts of bandwidth. Williamsburg is
ahead of its peers in documenting and, if necessary, paying the cost‐share to provide adequate bandwidth for
district needs. Additionally, staff is proactive in reducing unnecessary, high‐bandwidth traffic. We currently
have 2 Gig of bandwidth coming into our district, which is significantly more than many of our peers. We have
invested heavily to build our infrastructure to support our technology needs, and this was reflected in our
recent assessment the state provided where our district scored considerably higher in the area of
infrastructure. However, there were several areas that the consultants highlighted that are relevant to this
topic:
•

Funding sources must be available in the near future to refresh our routers, switches and access points to
ensure our infrastructure remains stable. Without sustainable funding it’s likely our infrastructure will
deteriorate and potentially negatively impact other areas of our operating environment.

•

We need to continually invest in disaster recovery solutions. These are not one time funding requests.
Disaster recovery must be paid for every year and the risks of NOT paying for it could be catastrophic.

•

Our district struggles to attract and retain qualified staff to support our technology. These resources are
already scarce in the open market, but our district’s salary plans/grades and steps make it even more
difficult to hire and retain these resources due to the disparity between “market” salaries and what we are
able to pay. As we add more and more devices to our inventory as part of one‐to‐one initiatives, we need
additional technical support staff to maintain these devices. The costs are often underestimated and
when the staff do not exist to sustain the technology it’s very challenging to find resources to plug into our
environment to assist with technology support. It’s likely those devices will atrophy and reduce the
effectiveness of teaching and learning within the district.

•

The lack of professional development funding across the state and within our district makes it very difficult
to train and retrain existing staff on a reoccurring basis to stay abreast of the changing technology. These
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training classes are expensive in nature and are often times seen as luxuries by rural districts with scarce
budget resources.

Secure Computer Equipment
Most district equipment is housed behind locked doors in rooms mainly designated for infrastructure;
however, due to lack of space, these areas are often commandeered for other usage or storage. Some
networking equipment locations are housed in public areas, such as classrooms or workrooms due to a lack of
planning when the building was constructed, moves necessitated by renovation, or compromises made due to
retrofitting networking into a structure build prior to installation of networks in schools.

State and Federal Regulations
The district meets all state and federal requirements for E‐Rate and state support funding. Consultants are
employed to file necessary documents and guide the district in compliance. Without E‐Rate, a significant
source for technology funding will disappear. It’s imperative that we continue to manage the E‐Rate filing
process and evaluate the best way to utilize these much‐needed funds.

Recommendations
Action Plan – Williamsburg County School District will:
•
•
•
•
•
•

•

Continue to upgrade infrastructure on a schedule.
Secure hardware and networking equipment as quickly as possible.
Seek a consistent funding source for switches and networking equipment.
Expand network monitoring tools.
Cross‐train staff to be able to support infrastructure.
Labs must either be replaced with three‐year‐old PC’s moved from classrooms due the refresh cycle or
purchased as funds allow. CATE labs have been particularly difficult to maintain, as much of the state
and federal funding for CATE has been devoted to implementation of new programs.
Other devices, such as iPads, tablets, interactive whiteboards and other classroom tools have no
refresh cycle and are not likely to be replaced anytime in the near future.

Spotlight on Success
A number of improvements were made to the network infrastructure and computer devices in the last 5 years
in Williamsburg County School District. Here are a few of the network infrastructure improvements:
•
•
•
•
•
•
•
•

The entire school district has been upgraded with Cat 6 cable.
Every classroom has wireless connectivity.
Every school has received new Dell servers.
The Sonic Firewall for the district has been upgraded.
The district has implemented the Rocket LightSpeed Internet Filter.
The district’s Technology Central Office Data Center has been upgraded.
The district bandwidth for each school has been increased from 500mb to 1Gb.
The district has implemented Microsoft Office 365.
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The Impact of Our Race‐to‐the‐Top Grant Money
In the last four years, over 75% percent of the district computers and laptops have been replaced with the
latest Dell computers or other technology devices. Four years ago, Williamsburg County School District with
the help of a Race‐to‐The‐Grant initiated a one‐to‐one program that allowed each student to receive a Dell
laptop or a Dell Tablet to help enhance the learning of students. The vision and goals of Williamsburg County
School District are to ensure every student in the district possesses the skills, knowledge, and techniques to
compete in a global economy. This is why the IT Department of Williamsburg County School District is working
to make sure that the technology infrastructure of the district is on the cutting‐edge so the students can
compete in this global economy.

Information Technology Support Model
Staffing Considerations
The district support staff consists of:
‐ 1 Director of Technology
‐ 3 IT Specialist
‐ 1 IT Help Desk Support Person
These five individuals support 10 schools, over 4000 students and 619 staff members, utilizing over 20
computer labs with over 400 testing computers, 5,278 mobile computers and 3,000 desktop computers.
Additionally, our team supports 166 interactive white boards and manages all of the networks, district website,
printers, and other classroom technologies as issues arise. The computer to technician ratio for
Williamsburg County School District is currently 1:2,559 which poses significant challenges to the amount of
work and the quality of work that our team can sustain. Additionally, if our district were to lose a single one of
these technology support resources it’s likely we would suffer severe consequences in the short term while
searching for a replacement employee.
Succession Planning – Succession planning has been a point of concern for the district in the last few years.
The current director has been in place with the district for more than 20 years, while other staff have remained
relatively stable compared to our peers in neighboring districts. The current plan is to cross‐train staff as
much as possible to help ensure coverage over a broad array of technologies and services but this is a
challenge because our current team is already very busy and consistently behind due to our limited number of
available resources and the large workload.

Single Point of Failure – As a primary concern, Williamsburg County School District has single point‐of‐failure in
regards to technology personnel. The director is task‐saturated, and, while significant effort has been made in
cross‐training personnel, the loss of the director would leave the district in a potentially difficult position.

Compensation and Retention – Our situation, as one of the poorest districts in the region, makes recruiting
and retention of employees difficult, regardless of the position. The district understands that we are
competing in a market with several districts that pay considerably more. In general, the district attempts to
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match the pay‐scale of several of our neighbors, but given the driving distance to the district from most of the
major housing areas, the cost to the worker, in both time and travel, makes our compensation less attractive.

Recommendations
•

Our district I/T staff are stretched dangerously thin. It is imperative that our administration help
rethink how we service the individual schools, teachers and students. One of the things we need to do
is leverage our students as technology assistants. Other districts are using this creative model with
great results. If we train students in middle school to perform basic troubleshooting and technical
activities we can implement the equivalent of professional development for the students on a regular
basis and GROW talent internally that we can leverage to take workload off of our staff and refocus
them on more value added and PROACTIVE activities.

•

Compensation models must be analyzed to ensure we are able to pay market rates for scarce talent.
If we can’t attract and retain technology staff our teachers and students will suffer the consequences.

•

We must try to find ways to collaborate with our neighbors and other state agencies to explore ways to
share resources and do more with less. There are numerous examples of districts collaborating to
share fixed costs and ultimately plug multiple holes in their operating models by sharing technical
resources, teachers and professional development resources.
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Data and Privacy Within Our District
Williamsburg County School Districts takes data governance and the privacy of our employee and student data
seriously. For the last several years we have taken steps to adhere to the industry best practices regarding
data privacy to ensure compliance with legal requirements to avoid breaches of any law, statutory, regulatory,
or contractual obligations. We have taken steps to ensure our policies, procedures, processes and technology
maintenance agreements adhere to the following:
•

All relevant statutory, regulatory and contractual requirements and the approach to meet these
requirements shall be explicitly defined and documented and kept up to date for each information
system and the organization

•

Appropriate procedures shall be implemented to ensure compliance with legislative, regulatory and
contractual requirements on the user of material in respect of which there may be intellectual property
rights and on the use of proprietary software products.

•

Important records shall be protected from loss, destruction and falsification, in accordance with
statutory, regulatory, contractual and business requirements.

•

Data protection and privacy shall be ensured as required in relevant legislation, regulations and (where
applicable) contractual clauses.

•

Are shall be deterred from using information processing facilities for unauthorized purposes.

•

Cryptographic controls shall be used in compliance with all relevant agreements, laws and regulations.
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Simplifying The Process
To help administrators and teachers translate complex legalese into more coherent terms, the South Carolina
Department of Education (SCDE) has released best practices with information on most federal and state
student‐privacy‐related laws. The state’s Chief Information Security Officer (CISO) regularly provides training
workshops on security and privacy and has worked with our district to ensure all of our questions and concerns
are answered in a timely manner.
Teachers across our district can refer to a list of websites, apps, and other tools vetted and approved by district
officials to limit confusion. "We want teachers to spend their time focused on students learning and the
integration of technology into instruction, not on combing through privacy policies and terms of service. It is
up to our technology support team to continually review our data privacy policies and train our students,
teachers and even the families on the importance of protecting data.
But with new ed‐tech tools popping up all the time, and with privacy policies and terms of service frequently
changing, keeping that list current can be a challenge. We want students to be using real‐world, authentic
tools, so we still need to be cautious about which ones we are using and how they are handling student data
and who has access to view different sources of data. Whatever training takes place, it should be "bite‐sized
and available in different formats, such as providing regular tips to teachers on data security and digital
footprints. Our technology staff also reviews vendor contracts with district personnel, seeking assurances they
fully understand the agreements they are about to sign. It's always a fine line to walk between providing access
to tools that can help students and making sure data is locked down.

Recommendations:
As part of our ongoing emphasis on data security we have found a nationally recognized framework that other
school districts have been using to educate teachers, students, and families on the importance of security.
We will be evaluating this framework and we will work with our state’s chief information security officer to
ensure this framework is acceptable and that it integrates with other policies already in place across the state
and within our district. Here is a very basic outline of the curriculum that should be taught throughout a
student’s K‐12 education. Data security is encompassed within this curriculum too, as it is deeply intertwined
with privacy.
I. AWARENESS: General Privacy Awareness
•
•

Privacy in the Digital Age — Students should learn how their data is collected and used.
Use of Online Services and Products — Students should learn how to assess the risks and benefits of
using various technologies.

II. PROTECTION: Safety and Security
•
•
•

Identity Theft — Students should learn about identity theft, how to try to prevent it, and how to
respond if victimized by it.
Phishing and Online Threats — Students should learn how to identify and avoid various security
threats online.
Privacy and Physical Safety — Students should learn about physical dangers that might result from
interacting with strangers online, as well as how posting certain persona data can create safety risks.
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Data Security — Students should learn good data security practices.
III. COLLECTION: Respecting Privacy Boundaries: Snooping and Other Forms of Data Collection
•

•

•
•

Ethical Respect for the Privacy Boundaries of Others — Students should be taught about how
technology makes it easy to invade other people’s privacy and why they ought to respect other
people’s boundaries for sharing their personal data.
Legal Boundaries on Information Collection and Use — Students should be aware that certain privacy
violations are illegal and could result in substantial punishment.
Government Searches and Surveillance — Students should be taught about their basic rights as
citizens when it comes to government searches and surveillance.

IV. SHARING: Sharing Personal Data About Oneself and Others
•
•
•

•

Confidentiality — Students should be taught about the ethics of maintaining confidentiality of personal
information.
Online Gossip and Self‐Exposure — Students should be taught about how online gossip can cause
harm to others as well as the potential negative consequences of self‐exposure.
Cyberbullying and Online Harassment — Students should be taught about the consequences of
engaging in these activities as well as how to respond when victimized and how to help others who
might be victimized.
Sexting and “Youth Produced Sexual Images” — Students should be taught about the dangers of these
activities, which can result in severe criminal penalties.

Conclusion:
It is important that the above issues not be taught in simple black‐and‐white terms. Privacy issues often don’t
have clear right or wrong answers. It is best to provide students with age‐appropriate information and then
allow them to think for themselves and reach their own conclusions about what best suits their values and
comfort levels. Ideally, students should be taught through concrete examples, problems, and role‐playing
activities at consistent intervals throughout the school year with focused discussions with parents to ensure
their home life and time on computers is compatible with what is being taught at school.
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Curriculum, Instruction, and Assessments
While there have been many societal, cultural, technological, and educational shifts over the past
decade, many of the same methods and tools used are still being employed in the majority of K‐12
classrooms today. “The reality is that we are already almost a decade into this century and our
grandparents would still recognize most of our classrooms.” (David D. Thornburg, PhD).
Williamsburg County School District, in an effort to transform the classroom and school learning
environment into a connected learning community, is implementing this plan as a means to identify,
develop, and provide access to the digital tools, devices, and support that will expand visionary
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administrative leadership, improve teacher effectiveness and raise student achievement. It is
also our intent to stress the sense of urgency for state and local leadership to help provide access to
sustainable funds to allow administrative staff to consistently invest in technology to ensure it
doesn’t atrophy.

21st Century Technology Standards for Teachers, Students, and Administrators
The District, through a common focus on raising student achievement, is committed to ensure that all
students are equipped with the knowledge and skills necessary to achieve success in the 21st century.
The ability to effectively apply digital tools to gather, evaluate, and use information is essential for
success. By effectively engaging learning through technology, teachers can demonstrate the relevance
of 21st‐century education, keeping more children engaged as they pursue a rigorous, interesting, and
relevant K‐12 education. Technology can serve as a primary driver for systemic school improvement,
including school leadership, an improved learning culture, and excellence in professional practice. Just
as we prioritize reading and math experts, so too must we place a premium on technology experts who
can help the entire school maximize its resources and opportunities. To support these experts, as well
as all educators who integrate technology into the overall curriculum, we must provide for on‐going
professional development, implementation of data‐driven decision‐making, personalized learning
opportunities, and increased parental involvement.
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The District is expanding an existing initiative to implement the National Educational Technology
Standards (NETS) for administrators, teachers, and students. These standards identify higher‐order
thinking skills and digital citizenship as critical components to learn and live productively in our evolving
global society.
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Curriculum, Educational Tools, Applications, and Achievement of Equity
The District recognizes the fundamental need to provide equitable access to technology for all students
and staff in several areas, including:
•
•
•
•
•
•
•

Curriculum, via interactive online services, and virtual learning capabilities.
Environments and software available at school and at home.
Interactive learning material through on‐line discussion groups.
Interactive conferences and tutorials.
People (through electronic mail, discussion groups, weblogs, and other social networking tools
appropriate to the District’s mission).
Information (through online databases and subscription services).
Their own electronic files for the continuation of learning after the work day and school day has
ended.

In addition, the Williamsburg County School District will promote the integration of technology as a
digital resource into curriculum and aims to increase the number of educators effectively using
technology by providing:
•
•
•

Digitally‐rich model lessons in core content areas.
Aligned and searchable digital resources.
Technical guidance and training on content and tools necessary to implement the curriculum.

Accessible Internet
Williamsburg County students and parents, without access to District online resources, are at an
academic disadvantage. Technology offers a unique opportunity to extend learning support beyond
the classroom. Many parts of rural South Carolina have pockets of families where easily accessible
internet is difficult if not impossible to obtain. Without access, students cannot complete technology
assignments at home, cannot access the Internet for research, and parents cannot effectively
communicate with the school regarding student progress and activities. Local telecom companies
and other state agencies are striving to provide rural communities access to internet via mobile
devices, expanded cabling initiatives and even buses with internet capabilities.

Classroom Management Applications
Understanding that classroom management begins before the students arrive on campus with a well‐
thought out lesson plan, the District will provide teachers with a variety of applications to prepare
and plan for the school day. The District will also provide teachers with applications to manage the
classroom. Applications to be provided will include, but not be limited to:
•

A digital repository of lesson plans, activities, multi‐media, and resources for the purpose of
planning and implementing engaging and effective classroom instruction.
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•

A comprehensive online suite of productivity tools (word processor, e‐mail, spreadsheets,
presentation maker, form maker, etc.) that can be accessed anywhere and anytime for the
purpose of creating effective lesson plans, assignments, and assessments.

•

Assessment software where teachers can create tests, quizzes, and surveys which can be
disseminated to students via LAN, Internet, and wireless‐based technologies.

•

Electronic whiteboard software to engage students in lessons, to record lessons, prepare
lessons in advance, share lessons with other teachers and students, and for use as a
selfevaluation tool.

•

Software for digitally capturing, editing, and storing documents and images.

•

Lab management software for the purpose of monitoring and controlling of student computers
by the teacher.

•

An application for collecting and reporting of attendance in secondary schools.

•

An electronic grade book for calculation, storage, and reporting of grades in secondary
schools.

•

An application for monitoring and reporting of progress towards meeting grade level standards
in elementary schools.

Community Involvement
Williamsburg County School District is one of 85 school districts across the state of South Carolina. We are
one of the only states in the union where the state’s department of education does not take an active role in
supporting many of the elements of our plan that we rely on for success. Our legislature does not recognize
school districts as state agencies. Therefore, the state’s department of education is not funded nor is it
equipped to provide services around infrastructure, disaster recovery, network security audits and
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remediation, professional development support, grant writing and technology training. It is incumbent on
our district’s leadership to recognize that we are on our own in many ways and we must take steps to
proactively seek out partners and assistance wherever feasible to augment the funding and services our
district and our schools require to run efficiently. After careful analysis of how other districts in our state and
other states across our nation operate we believe we must take deliberate steps to educate our community on
what we require and partner with our local businesses, families, and legislators to help us help our students
succeed.

Collaboration
Collaboration with other state agencies and other districts is essential for helping share fixed costs and
maximize our purchasing power. Over the last several years, many of the districts in our area have moved
away from collaboration, as the quasi‐formal consortiums across the state have not added a lot of value to
member districts. New efforts are underway to help the districts, consortiums, and other state agencies
identify opportunities to collaborate to save money and better manage limited budgets. Our staff has already
met to explore ways we can work with our peers and other state agencies to share services and potentially
lower our associated costs. Examples of how collaboration opportunities could help our district include:
•
•

•
•
•
•
•
•
•
•

Aligning with other districts or entities to standardize infrastructure platforms and manage them under a
single contract.
Standardize our compensation models (salary plans/grades and steps) and standardize the HR, Benefits,
Payroll and Financial Applications all districts currently manage independently. If we all were to contract
with a single vendor to manage these platforms we could eliminate overhead (people and hardware)
associated with these systems or reallocate them to more value added areas.
We could all contract with a disaster recovery provider to reduce the associated costs.
We can negotiate a service contract with a vendor to provide proactive security audits and the necessary
consulting services required to remediate any gaps or threats to our system.
We could share teachers across multiple districts (i.e. language, music, math, science…)
We could share nurses
We could share sporting complexes
We could collaborate on media centers/libraries
We could standardize our busing systems and save money on transportation
We could standardize our facility contracts and save considerable monies on services such as:
o Janitorial o
Landscaping
o Building
Maintenance
(HVAC,
Electrical,
Roofing,
Plumbing….) o
Classroom
Desks/Chairs o
Food Services

Community Education
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•

Many districts have been focusing much of their attention on educating the board and the community
about the need for sustainable funding for technology in our classrooms. Technology is no longer a nice
thing to have. It is mandatory. It is part of our education ecosystem and without it, our students will
struggle to compete in the rapidly changing digital world. Our community must come together and
identify ways to help augment our funding model. We cannot expect the state to help us. Our solution
must come from within. Other districts with similar challenges are finding ways to expand the funding
model by leveraging innovative temporary bonds, penny taxes, advertising dollars, mixed recreation
properties for revenue generating events and career centers.

•

Local businesses and other companies across the state should be approached and partnerships created to
help share in the cost of maintaining our schools and the technology used to educate our children.
Neither the federal government, nor our state is able to provide everything we need. It is up to us to
reach out and be advocates for our students to help ensure they have equitable access to technology and
learning environments.

Recommendations
Action Plan – Williamsburg County School District will:
•
•
•
•
•
•
•

Continue to educate district leaders, the school board, the community, and state leaders about needs,
plans, and successes regarding educational technology.
Continue to seek grants and other forms of alternate funding.
Aggressively control the cost of new technology procurement.
Manage the total cost of ownership across the life‐cycle of technology equipment and supplies.
Explore collaboration with neighboring and regional districts.
Examine other means for acquiring and managing technology across the district.
Maximize the use of E‐Rate funding.

Conclusion
The leadership team at Williamsburg County School District believes the timing has never been better for
using technology to enable and improve learning at all levels, in all places, and for people of all
backgrounds. From our increased infrastructure to our investment in technical devices for all students to
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leverage, the key pieces necessary to realize the transformations made possible by technology in
education are in place. Educators, policymakers, administrators, and teacher preparation and
professional development programs now should embed these tools and resources into their practices.
Working in collabo‐ration with families, researchers, cultural institutions, and all other stakeholders, these
groups can eliminate inefficiencies, reach beyond the walls of traditional classrooms, and form strong
partnerships to support everywhere, all‐the‐time learning.
It is important for us to point out that the presence of technology does not ensure equity and
accessibility in learning, it has the power to lower barriers to both in ways previously impossible but it
does not guarantee equity nor success. No matter their perceived abilities or liabilities or their
socioeconomic status all students should be able to access resources, experiences, learning tools, and
information that should help them on a path to acquiring expertise unimaginable a generation ago.
All of this can work to augment the knowledge, skills, and competencies of educators. Teachers are
more important than ever. They must have the tools, technology and most importantly, the training
to integrate technology into the learning ecosystem to provide information on student learning
progress beyond the static and dated scores of traditional assessments. Learning dashboards and
collaboration and communication tools can help connect teachers and families with instantaneous
ease. This all is made more likely with the guidance of strong vision and leadership at all levels from
teacher‐leaders to school, district, and state administrators. For these roles, too, technology allows
greater communication, resource sharing, and improved practice so that the vision is owned by all and
dedicated to helping every individual in the system improve learning for students.

Challenges Remain
For all the possibilities of technology‐enabled learning, it also creates challenges we will face as we
embrace the change necessary to realize its potential. With the proliferation of devices and
applications, we should build all educators’ understanding of and ability to serve as stewards of
student data so that only those with lawful access to the data can access it. We also need to find new
and creative ways to solve the problem of connectivity in learners’ homes so that the learning made
possible in connected schools does not end when students leave for the day. Many students in our
county as well as across our state do not have access to the internet. Even if we send computers
home for students to utilize there are many challenges still left to face to properly leverage these
devices.

As we bridge the digital divide in schools and homes across our county, we also should build educator
capacity to ask students to take part in new and transformational learning experiences with
technology. This will require more than sharing tips in the faculty lounge or after‐school professional
development for educators. It also will require systemic change on the part of teacher preparation
providers so their faculty and programming reflect more closely the standards and settings for which
they are preparing teacher candidates. We must educate our student’s families and the local
community on the importance of properly funding technology in our schools. If our funding models
are not sustainable our schools and students will suffer the consequences and ultimately the
community at large.
38

We Already Have Begun
As illustrated in the examples throughout this plan, there are schools, teachers, and partnerships
across the country already engaged in the important work of shifting practices to serve students better
through technology. Indeed, it never has been easier to share innovations and lessons learned and
muster the resources necessary to catalyze learning with technology. Our leadership team recognizes
the sense of urgency in properly leveraging technology in our schools. We are working with the state
and federal government to identify grants and alternative funding sources to help us procure and
maintain these complex and expensive technologies but we must stay ahead of the curve to survive.
Technology is changing at an ever‐increasing pace and only through effective strategic planning and
innovative thinking can we survive to do what we do best. Educate our students.
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Appendix
Summary of 3rd Party Consulting Assessment on the Health of District Technology

Impact of Facilities

Area of Focus

Consultant Observations

•

Availability of

The district currently has 2 labs in each

Recommendations

•

Either the empty space needs to

officially be converted into formal
school with the exception of Hemingway
Elementary
testing labs or the district needs to
and Greeleyville Elementary
with 1 each.
purchase laptop carts to leverage in

Testing Labs

•

Hemingway Elementary closed one lab

the classrooms for testing purposes.
It’s possible both scenarios could be

which is now being used as a classroom.
used.
It could be reopened as a lab in the future,
if needed.

•

The district has attained 1:1 computing

•

due to the Race to the Top grant;
Greeleyville Elementary has closed one lab
however,
these devices will not be due to a decrease in student enrollment.

•

The district does have space in most of
used for online testing for at least a year until
training and testing has been their schools to add labs if needed.

•

At present, only C.E. Murray Middle/High

•

The only other viable option would be
School will be able to complete online purchasing and utilizing mobile trailers.
testing within the testing window.
This option works well for some
districts and schools where space is an
issue. It could also be a temporary
solution until 1:1 devices are available
for online testing.

completed.
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Age of

•

Buildings and
Impact on •

8 of the 10 schools in the district are over

•

30‐40 years old.

completed to determine the electrical

There is a concern about the power

sources available in older buildings being

upgrades needed district‐wide to Cabling and

support the additional devices being

Wireless

able to handle the additional devices

Connectivity

added through 1:1.

•

Several schools have leaky ceilings in the
classrooms and the data closets.
Ventilation is a concern in many data
closets.

•

Environmental
Concerns (i.e.
mold, air
conditioning
and
ventilation
concerns,
excessive
noise)

•
•

A formal survey will need to be

added to the network.

•

•

Administration should explore
expanded power supply options and
ensure backup systems are firmly in
place.

Maintenance from the state
department of education should have
someone evaluate the schools to
ensure there are no mold issues.
Roofing issues must be addressed
immediately to prevent further leaks in
the schools.
The data closets that need improved
ventilation must be fixed. The risk of
technology overheating and degrading
or completely taking down the
computer systems is very real and
could impact testing.

Infrastructure
Area of Focus

Available
Bandwidth to the
district

Consultant Observations

•

Williamsburg has 1 GB coming into the
district from the state and has
requested an upgrade to 2 GB. This
sets Williamsburg far ahead of any
plaintiff district.

Recommendations

•

No recommendations are needed in
this area.

Stability of
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•

Networks Within
The Schools

•

•

Available
Bandwidth to the
Schools

•

•

While testing large volumes of
students, the district did observe
periods of slow connections, and had to
ask those not testing to stay off the
network.
It appears the performance issues may
be caused by users downloading large
apps and engaging in other
unapproved usages.
Severe thunderstorms have been
known to take down the district
network from time to time.

Each school has 1 GB coming in from the
district office.

•

•

•

As more subjects are added,
performance testing will need to be
performed at each school location to
determine how much bandwidth is
needed at each school. The district
believes there is a risk to testing the
current population. Additional network
hardware might be needed to expand
the capabilities and efficiency of the
district’s network

•

Cabling Challenges
•

All lines coming into the district are
cat 6.

•

Due to the age of most buildings,
cabling has been a challenge. The
schools have done the best they can,
given the structural challenges, but
it’s a very challenging situation and
there are clear issues with the
network connectivity and what can be
accomplished due to these
limitations.

The Director of Technology must
identify the unapproved usage that is
slowing down the network and make
sure security safeguards are in place.
Additional analysis is required to
determine whether or not the buried
network cables are adequately
protected. The disruption due to
rain/thunderstorms is a concern and
needs to be examined.
The performance issues that take
place during peak testing hours need
to be monitored and network
hardware potentially expanded to
allow for more efficient network
usage. The consultants recommend
engaging a local state approved
contractor to assist with quantifying
and further defining the issues.

The consultants recommend the
district engage a firm to formally
evaluate the network cabling
challenges and provide a cost
comparison between going heavily
wireless or continuing to invest in the
hardwire cabling.
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Wireless Networks

•

Access
Points

The district has wireless access points
in each classroom. This is excellent
and the foundation is being laid for a
world‐class infrastructure.

•

• Bandwidth
• Switches

All switches in the district need to be
on a replacement cycle.

•

Bandwidth appears to be sufficient at
this time.

• Routers •

•

Replace any aging routers. Routers
need to be modern to integrate with
the switches and access points and
expanded bandwidth. The routers
should be upgraded before additional
bandwidth is added.

•

Replace any aging switches in the
district.

•

Increased bandwidth should be
explored only after any hardware
issues have been addressed.

Hardware
Area of Focus

Observations

Recommendations

Number of •

District wide there are approximately
•
A temporary solution needs to be Computers
identified until 1:1 devices are
600 computers district wide that could

Available for
accomplished by either
Testing

potentially used for testing in grades 3‐

available for online testing. This could be

adding labs where space is available,
8. Based on the number of students in
the district, and the current amount of hardware, Williamsburg County does adding
trailers.
laptop carts, or utilizing mobile not have enough computers to test
grades 3‐8
in 2017.

•

A hardware refresh plan needs to be
•

The district has recently attained 1:1
created. The district currently does
computing due to a Race to the Top
the best they can but a formal plan
grant; however, these devices will not
needs to be created to handle the
be
43

used for online testing for at least a
future management and philosophy
towards consistently replacing district

year until training and testing has been
completed.

technology. Once the Race to the
Top grant ends, alternate funding will
need to be identified to ensure devices
are replaced as needed.
•

Age and ability to
upgrade

•

•

All computers are 2 to 7 years of age

and older in the labs used for grades 3‐

computers
communicated

Back up hardware and equipment,
such as batteries, need to be
available during testing. It is
mandatory that backup systems exist
or the risk to students not being able
to test is very real.

A consistent and well thought out

technology refresh strategy should be

8. By 2017 all computers will be over

created and approved by the

3 years old and will need to be evaluated to confirm they are viable for
approved by the school board. testing.

Available RAM
(Memory) in •

•

Newer computers have 4 GB of RAM

Computers that are more than 3 years

testing computers

old have only 1 GB of RAM.
•

•

•

superintendent and
and

The consultants recommend the

district strive for a minimum of 8 GB of memory on
all future computers.
Wherever possible we suggest trying

Although the district is working

to upgrade the existing computers IF
it’s a cost effective solution. Many
diligently to remove the older times adding memory to an existing computers from the
network, there computer is NOT necessarily cost
currently are a large number of effective if you can buy a brand new
computers with inadequate memory to laptop with a faster processor for a handle
expanded bandwidth and the price of half as much as simply adding heavy reliance of
video within the memory to an older machine.
classroom.
Careful analysis is needed to ensure a proper strategy is implemented.
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Disaster Recovery
Solution

•
•

Adequate
replacement
hardware

Support and
Replacement
Strategy

•

•
•

The district does not have a disaster
recovery plan in place.
If the system goes down during testing
the district may need to halt testing. The
risks associated with not having a viable
DR solution are extensive and should not
be ignored.

•

The district does not currently have a
replacement plan for hardware. We
have mentioned this concern
elsewhere. It’s imperative that the
district and schools have adequate
machines for testing.

•

Currently the district does not have
a technology refresh policy.
Funding is not predictable and
purchases are made when funds are
available.

•

•

•
•

The consultants recommend
Williamsburg collaborate with their
peers in other districts who also need
remote disaster recovery solutions to
obtain a discounted vendor contract.
A formal DR policy and plan is needed
and the consultants believe the state
government should have a role in
providing assistance in this area. The
majority of districts interviewed have
an immediate need in this area. The
state should recognize this risk and
assist with identifying and
implementing and supporting a DR
solution.
Purchase and maintain a healthy
supply of backup machines,
batteries, keyboards and mice.
Create a formal hardware
replacement policy.
Potentially give the older hardware to
the disadvantaged families in the
district.

A formal strategic planning initiative is
needed to review the current state
situation and identify needs for the
district in a variety of areas outside
the scope of this assessment. The
district staff has the skills to complete
this assessment internally however,
they don’t have the time. The
consultants recommend a formal plan
be created to ensure infrastructure
and computers are modernized on a
consistent basis.

Teacher Readiness
Area of Focus

Technical •

Consultant Observations

The technology staff works hand in

Proficiency of Staff hand with district staff to ensure they

Recommendations

•
Once the formal testing requirements
are finalized the district needs to
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•

•

•

Turnover of
Teachers

know and are comfortable with using

ensure all teachers are notified of

technology.

testing requirements and any

The technology staff and teachers
professional development promptly
scheduled. work together to research and find new ways to bring technology into the
classroom.
The district no longer uses technology coaches, instead relying on digital resource
coaches through Dell.
The district has a very high turnover
rate for teachers.

•

The state should explore avenues for
reducing the severe turnover rate in

•

Teachers have not expressed that this district. It is putting the district and the schools
and the students at a technology is a reason for leaving the competitive disadvantage.
district.

•

The turnover of staff directly impacts
•
Additional professional
development is needed to ensure new teachers the technology staff. The tech staff
coming in to REPLACE
outgoing uses their limited training time/budget teachers are properly trained.
to get teachers up to speed on how to
use technology and they routinely
•
A study should be conducted to
determine the impact on the
leave the district. The new teachers
coming in are
students.
unable to take training
because in many cases the
professional development resources
(people and money and time) are
exhausted.

Level of Technical •
Preparedness

Teachers are well equipped in the •
More seasoned teachers should be
surveyed to understand their
classroom with technology. More
seasoned teachers are reluctant to
reluctance to use technology in the use the
technology.

classroom.

Many schools have limited labs, so •
District leadership needs to mandate prepare
dedicated time is allocated to focus
for testing students have limited availability to
use computers in the labs.
on preparing for state and federal

Availability to

•

• Online testing requires significantly
testing activities. The IT staff needs to be
involved to ensure all more preparation than paper testing. tasks and deliverables are
completed
Preparation for online testing will
in an efficient manner.
result in a much greater demand on the IT staff.

Other Concerns

•
Teachers need to be asked in a
proactive manner what types of
district for many years tend to lean
on the old
way of teaching, instead of
training and ongoing support is need.

•

Teachers that have been in the
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•

incorporating technology within the
classroom.
There are multiple ways of teaching
students of the same age. The “older
ways” are still effective but the
students are not integrating with the
technology like their peers which
could put them at a future
competitive disadvantage.

•

•

Teachers need to be able to attend
technology related conferences in
their related area of teaching.
District should reinstate the Summer
Tech Institute for teachers and staff
that they offered ten years ago.

Student Readiness
Area of Focus

Consultant Observations

•
Availability of
Computer/Typing
Classes for K‐2

K‐2 students have the opportunity go
to a computer lab once a week but
do NOT have formal computer
literacy/keyboarding classes.

Recommendations

•

Keyboarding lessons need to start
prior to the 3rd grade. Formal
computer literacy and keyboarding
activities are necessary to ensure 3rd
graders are prepared for the testing
requirements.

•

The fact that many of the district’s
students come from homes where
heavy and consistent computer
usage is unlikely only increases the
need for formal computer literacy
classes in the earlier grades. The
district should seriously explore
giving the aging technology to the
local families to allow students to
become more familiar with
keyboards and utilizing mice.

•
Level of
Poverty/Home
Exposure to
Computers

•

•

The district has a poverty level of
93%.
Many families in the area do not
have internet services. The cost of
the service is extremely high.
Students’ exposure to the internet
is largely through the school. There
is a very real concern that students
in this district may be at a
competitive disadvantage over their
peers in neighboring districts due to
their high poverty rates, lack of
computer proficiency at earlier ages
and the lack of exposure to
technology in the classroom.

•
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English as a
Second Language
Concerns

•

•

Availability of
Sample Tests

•

There are a small percentage of
students classified as English is
the second language (ESL). The
district does not feel ESL students
have experienced any issues with
testing.

•

The consultants recommend the
district staff works closely with the
schools to formally give the ESOL
students an opportunity to take a
practice test to ensure they are
adequately prepared for the testing
activities. Simulated testing will help
identify any potential concerns in a
proactive manner.

The district already delivers MAP, EOC,
and PASS testing online.

•

DRC offers free sample tests that
could be used to familiarize students
with the online testing format.
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Strategic Planning
Area of Focus

Consultant Observations

•

Technical Staff

Recommendations

The Director of Technology and his staff

•

Best practices dictate that the

Collaborates with

has done an amazing job with little technology staff regularly updates the Administrative Staff
school board on technology usage and
funding to bring Williamsburg County to
to Determine
the state
needs.
they are in.
•

Technology Needs

•

With careful planning and diligent
research, they have been able to bring
up to date technology into the district
throughout the last few years.
The district board members are elected.
The board is very involved with the
district and does whatever they can to
help with the needs of the Director of
Technology.

Thoughtful analysis •
The district lays out a plan each year for
•
Continued strategic planning efforts
into how funds will the top priorities of the schools and
are required. Communicating to the be spent
school board and ensuring all parties
teachers and students. The IT staff is
are aware of the importance of

actively involved in this process and

have input

into all decisions. consistent funding for technology and
•

Teachers needs are •

Without this careful planning the district
professional development is
mandatory.
would not be able to operate on such a
limited technology budget. The strategic
planning emphasis is a critical success
factor for the district and should be
commended.
The district does a consistent job

•
No recommendations are needed in
this area.
priority
and their needs.

considered top

focusing on the needs of the teachers

The role of •

All ideas and suggestions are brought to
•
this area.
the attention of the director of

technology is

No recommendations are needed in
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agreed upon by all technology. This position is well parties
respected by all areas of the district and
IT is actively engaged in all decisionmaking
processes.
• Administrators and staff understand they
must have everything approved through
the director of technology.
Proper amount of • The district does not offer formal classes •

The district needs to engage with professional

for professional development. All other peer districts to formulate a development

professional development is

currently professional development plan.
being offered in a digital format.

Implementation,
Distribution and
Enforcement of
Testing Policies.

• The district staff is very busy. Formal
policies and procedures for current
testing requirements are not up to date.
There is a plan to implement them but
as of the time of the assessment this
was not completed.

•

Survey teachers to see what would
draw them to the professional
development sessions.

•

Everything dealing with online testing
must be coordinated with the Director
of Technology and the testing
coordinator.

Availability of staff
•
The
technology staff faces issues daily to
proactively
with tackling everyday
operational engage with the
duties
and handling issues throughout teachers
and the district.

Readiness of Technical Staff to Support Online Testing
Area of Focus

Consultant Observations

Number of support
•
Currently the technology department
technical support has 4 staff members including the staff Director of
Technology.
• All of the staff are heavily involved in
the day‐to‐day support of the district
technology and have little extra time
for any additional services.
• The district staff appears to be
reactionary in nature due to the heavy
work volume.

administrative staff
members wear multiple

•

Many staff
hats
requiring
them to
work
overtime
and do
research
on their
personal
time.

Recommendations
Technical skills and
•
Each member of the team is
proficiency of extremely educated in technology support staff
and has well versed certification.
The district has done an excellent job
attracting skilled labor.

•

There is a noticeable need for
additional staff in the IT department.
As 1:1 devices are rolled out, the
demand on the current staff will
increase tremendously.
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•

Formal details of roles and responsibilities are needed to help map
out where additional skill sets might need to be inserted into the
support model.

•

Retention must be a focus for district leadership. Losing any of
these key IT resources could cause significant damage to the
existing support model.

•

Administration needs to pay attention to hours worked and
burnout. The existing staff appears to be working significant
overtime. This is a risk and needs to be monitored.

Ability of staff to
assist with
professional
development
efforts

•

•

The district does have teachers
throughout the district to serve as a
first line of defense.
The district offers professional
development in a digital format only.

•

Potentially having resources inside the
schools serve as the front line for help
desk items might be needed. Training
of school resources OR students could
help reduce the help desk ticket
volume and free up I/T staff to be
more strategic.

•

Additional professional development
resources (people, money, time) are
easily quantifiable and should be
made available to the technology
department.
Teachers should be surveyed to
determine their preferred method of
receiving professional development.

•
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Risk of Single Point
of Failure. If a key
resource leaves will
testing become at
risk?

•
•

•

•

The district has a risk of a single point
of failure with the Director of
Technology
The Director of Technology has such a
passion and drive to see the success
of the technology in Williamsburg
County, replacing his drive and
passion would be very hard.
He is known for working late nights,
giving up entire weekends and
missing out on vacation time, to
ensure the district technology
department is running without issues.
The current Director of Technology is
in a “Lead” role in several critical
areas and there is no formal backup
plan. The district is working on cross
training and documenting roles and
responsibilities but if this key
resource were to fall ill or be
unavailable during the testing process
it would significantly impact the
ability of the district to complete the
necessary testing steps.

•

An effort should be undertaken to
cross train the technicians with duties
of Director of Technology to be able
to provide backup for each other.
Additional resources needed to take
on some of the current
responsibilities of the Director of
Technology are easily quantifiable.

I/T Governance Information
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IT Governance Objectives

Measurable Objective
(A.5.1 Information
Security Policy) SCDE
management shall
provide direction and
support for information
security in accordance
with business
requirements and
relevant laws and
regulations (A.5.1
Information Security
Policy)

Strategy/Action
Continue to improve and
formalize current
information security
structure by implementing
ISMS. Continue to approve
information security policy
document management, and
publish it and communicate it
to all employees and relevant
external parties.
Ensure there are procedures
for the information security
policy to be reviewed at
planned intervals or if
significant changes occur, and
does this process ensure its
continuing suitability,
adequacy, and effectiveness,
and is there evidence that the
policy is applied

Responsible

Implementation Plan

Funding

Continue to build on
existing executive
management support.
Obtain formal board
support for ISO 27001
plan. Begin implementing
ISMS. Roll existing
processes and policies into
ISMS. Continue to evaluate
and improve existing
security policies.
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(A.6.1 Internal
Organization)
Manage information
security within the
SCDE.

Management shall actively
support security within the
organization through clear
direction, demonstrated
commitment, explicit
assignment and
acknowledgement of
information security
responsibilities.
Ensure confidentiality and
nondisclosure agreements are
in place, and that they reflect
the organization’s
requirements for the handling
of information and that they
are reviewed regularly.
Regularly maintain appropriate
contacts with relevant
authorities?
Is the organization’s approach
to managing information
security and its implementation
(i.e. control objectives,
controls, policies, rules,
processes and procedures for
information security) reviewed

Roll existing processes and
policies into ISMS. Use
ISMS to further define
security responsibilities
and create district wide
security committee.

independently and at planned
intervals, or when significant
changes to the security
implementation occur?
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(A.6.2 External Parties)
Maintain the security of
the SCDE information
processing facilities and
information assets
accessed, processed,
communicated to or
managed by external
parties.

Identify the risks to the SCDE
information assets and
information processing
facilities from business
processes involving external
parties and implement
appropriate controls before
granting access. Address
identified security
requirements before giving
customers access to the SCDE
information assets? Do
agreements with third parties
involving accessing, processing,
communicating or managing
organizational information or
information processing
facilities, or adding products or
services to information
processing facilities, contain or
refer to all
identified security
requirements?

Audit existing access or
external organizations to
the SCDE information
facilities. Implement
controls where needed.

(A.7.1 Responsibility for
Assets) Maintain and
achieve appropriate
protection of
information assets.

Clearly identify, draw up, and
maintain an inventory of all
important assets. Establish
rules for the acceptable use of
information and assets
associated with information
systems or services been
identified, documented and
implemented?

Implement information
asset system and assess
risk. Determine controls to
manage risk. Document
existing controls and
determine priorities for
new controls.

(A.7.2 Information
Classification) Ensure
that information receives
an appropriate level of
protection

(A.8.1 HR Security Prior
to Employment) Ensure
that employees,
contractors, and third
party users understand

Procure or
personnel
to develop
asset
managem
ent
system.

Classify information in terms
of its value and legal
requirements, sensitivity, and
criticality to the SCDE.
Develop and implement a set
of procedures for information
labeling and handling in
accordance with the
classification scheme.
Define and document security
roles and responsibilities of
employees, contractors, and
third party users in accordance
with SCDE information security

Implement standards in HR
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their responsibilities and
are suitable for the roles
they are considered for to
reduce the risk of theft,
fraud, or misuse of
facilities

policy.
Employees, contractors, and
third party users agree to the
terms and conditions of their
employment contract which
states their responsibility for
information security.

(A.8.2 HR Security
During Employment)
Ensure that all
employees, contractors,
and third party users are
aware of information
security threats and
concerns, their
responsibilities, and
liabilities in order to
support the SCDE
information security
policy.

SCDE management shall
require employees,
contractors, and third party
users to apply security in
accordance with established
SCDE policies and procedures.
SCDE users shall receive
appropriate security awareness
training and regular updates to
HR policies and procedures
relevant for their job function.
There shall be a formal
disciplinary process for
employees who have
committed a security breach.

Implement standards in HR

(A.8.3 Termination or
Change of Employment)
Ensure that employees,
contractors, and third
party users exit SCDE or
change employment in an
orderly manner

Define responsibilities for
performing employment
termination or change.
Employees, contractors, and
third party users shall return all
SCDE assets upon termination
of their employment or
contract.
Remove access rights of users
to information and information
systems upon termination of
employment or contract.

Implement standards in
HR. Roll existing network
account termination
process into ISMS.

(A.9.1 Secure Areas)
Physical security to
prevent unauthorized
physical access, damage,
and interference to SCDE
premises and
information.

Ensure security perimeters are
used to protect information
and information system
facilities.
Secure areas shall be protected
by appropriate entry controls
so that only authorized
personnel are allowed access.

Audit existing physical
security for information
facilities. Identify needed
controls.
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(A.9.2 Equipment
Security) Implement
equipment security to
prevent loss, damage,
theft, or compromise of
assets and interruption to
SCDE activities

Equipment shall be sited or
protected to reduce the risks
from environmental threats
and hazards and opportunities
for unauthorized access.
Equipment shall be protected
from power failures and other
disruptions caused by failures

Audit information facilities.
Identify needed controls.
Implement physical
security into ISMS.

in supporting utilities.
Power and telecommunication
cabling carrying data and
supporting information
services shall be protected
from interception and damage.
Equipment shall be correctly
maintained to ensure its
continued availability and
integrity.
All items of equipment
containing storage media shall
be checked to ensure sensitive
data and licensed software has
been removed or securely
overwritten prior to disposal.
Equipment or information shall
not be taking off site without
prior authorization.
(A.10.1 Operational
Procedures and
Responsibilities)
Implement operational
procedures and
responsibilities to ensure
correct and secure
operation of information
processing facilities.

Operating procedures shall be
documented, maintained, and
made available to all users who
need them.
Changes to information
processing facilities and
systems shall be controlled.
Duties shall be segregated to
reduce the risks of
unauthorized access or changes
to systems.
Development, test, and
operational facilities shall be
separated to reduce the risk of
unauthorized access or changes
to systems.
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(A.10.2 Third Party
Service Delivery
Management) Implement
and maintain appropriate
level of information
security and service
delivery in line with third
party service delivery
agreements.

Ensure that security controls,
service definitions, and delivery
levels included in third party
service delivery agreements
are implemented, operated,
and maintained by the third
party. Changes to the provision
of services shall be managed,
taking into account the
criticality of the business
systems involved and the
reassessment of risks.

Audit existing vendor
agreements that provide
services to SCDE,
particularly hosted
applications. Ensure
security is included in the
agreements.

(A.10.3 System Planning
and Acceptance)
Implement system
planning and acceptance

The use of resources shall be
monitored, tuned, and
projections made of future
capacity requirements to

Roll existing processes and
procedures into ISMS.
Formally document current
processes.

to reduce the risk of
systems failures

ensure required system
performance.
Acceptance criteria for new
information systems, upgrades,
and new versions shall be
established and suitable tests
carried out during
development and prior to
acceptance.

(A.10.4 Protection
Against Malicious and
Mobile Code) Implement
protection against
malicious and mobile
code to protect the
integrity of software and
information.

Detection, prevention, and
recovery controls to protect
against malicious code and
appropriate user awareness
shall be implemented.
Where mobile code is
authorized, the configuration
shall ensure that it operates
according to a clearly
defined security policy.

Implement next generation
firewall and content filter
to reduce malware and
unauthorized software.
Implement next generation
of endpoint security.

(A.10.5 Backup)
Implement backup to
maintain the integrity and
availability of information
and information
processing facilities

Regularly tests backup copies
of information and software
in accordance with the agreed
backup policy.

Continue current backup
plan, roll procedures into
ISMS. Implement periodic
tests of backups.
Investigate short term
backup to disk for business
continuity.
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(A.10.6 Network Security
Management) Ensure the
protection of information
in networks and the
protection of the
supporting infrastructure

Networks shall be adequately
managed and controlled in
order to be protected from
threats, and to maintain
security for the systems and
the applications using the
network, including information
in transit.
Security features, service
levels, and management
requirements of all network
services shall be identified and
included in any network
services agreement whether
these are provide inhouse or
outsourced.

Define controls needed
based on risk assessment
and asset inventory.
Document roles and
responsibilities in ISMS.
Procure log management
system.

(A.10.7 Media Handling)
Prevent unauthorized
disclosure, modification,
removal, or destruction of
assets, and interruption
to business activities

Implement procedures in place
for the management of
removable media
Ensure media no longer
needed
is properly and securely
disposed of.
Implement procedures for the
handling and storage of
information to protect this
information from unauthorized

Role existing procedures
into ISMS.

disclosure.
System documentation shall be
protected from unauthorized
access

59

(A.10.8 Exchange of
Information) Maintain
the security of
information and software
exchanged within SCDE
and any external entity

Formal exchange policies,
procedures, and controls shall
be in place to protect the
exchange of information
through the use of all types of
communications facilities.
Agreements shall be
established for the exchange of
information and software
between the SCDE and external
parties.
Media containing information
shall be protected against
unauthorized access, misuse,
or corruption during
transportation beyond SCDE
physical boundaries.
Information involved in
electronic messaging shall be
appropriately protected.
Policies and procedures shall
be developed and
implemented
to protect information
associated with the
interconnection of
SCDE information
systems.

Audit existing exchange of
information between the
SCDE and external entities.
Implement controls and
procedures to meet
standard. Role current
procedures into ISMS.

(A.10.9 Electronic
Commerce Services)
Ensure the security of
electronic commerce
services and their secure
use

Information involved in
electronic commerce passing
over public networks shall be
protected from fraudulent
activity, contract dispute, and
unauthorized disclosure or
modification.
Information involved in online
transactions shall be protected
to prevent incomplete
transmission, mis‐routing,
unauthorized message
alteration, unauthorized
disclosure, and unauthorized
message duplication or replay.
The integrity of information
being made available on a
publicly available system shall
be protected to prevent
unauthorized modification.

Roll existing application
security process into ISMS.
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(A.10.10 Monitoring)
Implement monitoring to
detect unauthorized
information processing
activities.

Audit logs recording user
activities, exceptions and
information security events
shall be produced and kept for
an agreed period to assist in
future investigations and
access control monitoring.
Procedures for monitoring use
of information processing
facilities shall be established
and the results of the
monitoring activities are
reviewed regularly. Logging
facilities and log information
shall be protected against
tampering and unauthorized
access. System administrator
and system operator activities
are logged.
Faults shall be logged,
analyzed, and appropriate
action is taken.
The clocks of all relevant
information processing systems
within the SCDE are
synchronized with an agreed
accurate time source.

Determine systems to log.
Procure or develop log
management system.

(A.11.1 Access Control)
Control access to
information

An access control policy shall
be established, documented,
and reviewed based on
business need and security
requirements for access.

Formalize existing access
control procedures into
ISMS. Include access
control for hosted systems.

(A.11.2 User Access
Management) Implement
user access management
to ensure authorized user
access and to prevent
unauthorized access to
information systems.

There shall be a formal user
registration and de‐registration
procedure for granting and
revoking access to all
information systems and
services.
The allocation and use of
privileges shall be restricted
and controlled.
The allocation of passwords
shall be controlled through a
formal management process.
Management shall review
users’ access rights at regular
intervals using a formal
process.

Formalize user
commissioning into ISMS.
Implement user selfservice
password management
and password
requirements. Formalize
user access to applications.
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(A.11.3 User
Responsibilities) Prevent

Users shall be required to
follow good security practices

Continue to expand user
security awareness.

unauthorized user access
and compromise or theft
of information and
information processing
facilities

in the selection and use of
passwords.
Users shall ensure that
unattended equipment has
appropriate protection. A clear
desk policy for papers and
removable storage media and a
clear screen policy for
information processing
facilities shall be adopted.

Include security training
for all new applications.
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(A.11.4 Network Access
Control) Implement
network access control to
prevent unauthorized
access to networked
services

Users shall only be provided
with access to the services that
they have been specifically
authorized to use.
Appropriate authentication
methods shall be used to
control access by remote users.
Automatic equipment
identification shall be
considered as a means to
authenticate connections from
specific locations and
equipment.
Groups of information services,
users and information systems
shall be segregated on
networks.
For shared networks,
especially those extending
across organizational
boundaries, the capability
of users to connect to the
network shall be restricted,
in line with the access
control policy and
requirements of the
business applications.
Routing controls shall be
implemented for networks
and to ensure that
computer connections and
information flows do not
breach the access controls
policy of the SCDE
applications.

Implement next generation
of firewall and network
access control technology
for internal network to
segregate network and
services. Reduce exposure
of core critical assets to
unauthorized users.

(A.11.5 Operating System
Access Control)
Implement operating
system access controls to
prevent unauthorized
access to operating
systems

Access to information
systems shall be controlled by
a secure log‐on procedure. All
users have a unique identifier
(user ID) for their personal
and sole use, and a suitable
authentication

Implement in ISMS. Audit
operating system access
with logging system.
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technique shall be chosen to
substantiate the claimed
identity of a user.
Password management
systems shall provide an
effective, interactive facility,
which ensures quality
passwords.
The use of utility programs that
might be capable of overriding
system and application controls
shall be restricted and tightly
controlled.
Inactive sessions shall shut
down after a defined period of
inactivity.
Restrictions on connection
times shall be used to provide
additional security for high‐risk
applications.
(A.11.6 Application and
information access
control) Implement
application and
information access
control to prevent
unauthorized access to
information held in
application systems.

Access to information and
application system functions by
users and support personnel
shall be restricted in
accordance with the defined
access control policy.
Sensitive systems shall have a
dedicated (isolated) computing
environment.

Assess access controls for
applications. Formalize
user commissioning into
ISMS. Implement user
selfservice password
management and
password requirements.
Formalize user access to
applications.

(A.11.7 Mobile
Computing and
Teleworking) Ensure
information security
when using mobile
computing and
teleworking facilities.

A formal policy shall be in
place and appropriate security
measures shall be adopted to
protect against the risks of
using mobile computing and
communication facilities. A
policy, operational plans and
procedures shall be developed
for teleworking activities?

Implement specific policy
and controls on mobile
devices and VPN and
remote access.

(A.12.1 Security
Requirements analysis
and specification) Ensure
that security is an integral
part of information
systems.

Statements of business
requirements for new
information systems, or
enhancements to existing
information systems shall
specify the requirements for
security controls.

Implement security
requirements into all
development and
procurement for all
systems and applications.

.
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(A.12.2 Correct
Processing in
Applications) Ensure
correct processing in
applications to prevent

Data input to applications shall
be validated to ensure that this
data is correct and appropriate.
Validation checks shall be

errors, loss, unauthorized
modification or misuse of
information in
applications.

incorporated into applications
to detect any corruption of
information through processing
errors or deliberate acts.
Requirements for ensuring
authenticity and protecting
message integrity in
applications shall be identified,
and appropriate controls shall
be identified and implemented.
Data output from an
application shall be validated to
ensure that the processing of
stored information is correct
and appropriate to the
circumstances.

(A.12.3 Cryptographic
Controls) Implement
cryptographic controls to
protect the
confidentiality,
authenticity, or integrity
of information.

SCDE shall develop a policy on
its use of cryptographic
controls for protection of its
information.
Key management shall be in
place to support the
organization’s use of
cryptographic techniques.

Implement encryption
based on risk assessment
and information labeling.
All sensitive data at rest or
in transmit must be
encrypted.

(A.12.4 Security of
System Files) Ensure the
security of system files.

There shall be procedures in
place to control the installation
of software on operational
systems.
Test data shall be selected
carefully, and shall be
protected and controlled.
Access to program source code
shall be restricted.

Role current processes and
procedures into ISMS.
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(A.12.5 Security in
Development and
Support Processes)
Implement security in the
development and support
processes to maintain
security of application
system software and
information.

The implementation of changes
shall be controlled by the use
of formal change control
procedures.
When operating systems are
changed, businesses critical
applications shall be reviewed
and tested to ensure there is
no adverse impact on
organizational operations or
security.
Modifications to software
packages shall be discouraged,
limited to necessary changes
and all changes shall be strictly
controlled.
Opportunities for information
leakage shall be prevented.

Implement change control
process and auditing of
changes

Outsourced software
development shall be
supervised and monitored.
(A.12.6 Control of
Technical Vulnerabilities)
Implement technical
vulnerability
management to reduce
risks resulting from
exploitation of published
technical vulnerabilities.

Timely information about
technical vulnerabilities of
information systems being
used shall be obtained, the
organization’s exposure to such
vulnerabilities evaluated, and
the appropriate measures
taken to address the associated
risk.

Formalize existing process
into ISMS.

(A.13.1 Reporting
Information Security
Events and Weaknesses)
Ensure information
security events and
weaknesses associated
with information systems
are communicated in a
manner allowing timely
corrective action to be
taken.

Information security events
shall be reported through
appropriate management
channels as quickly as possible.
All employees, contractors and
third party users of information
systems and services shall be
required to note and report
any observed or suspected
weaknesses in systems or
services.

Continue existing process
and fold into ISMS.
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(A.13.2 Management of
Information Security
Incidents and
Improvements) Ensure a
consistent and effective
approach is applied to the
management of
information security
incidents.

Management responsibilities
and procedures shall be
established to ensure a quick,
effective and orderly response
to information security
incidents.
Mechanisms shall be in place to
enable the types, volumes and
costs of information security
incidents to be quantified and
monitored.
Where a follow‐up action
against a person or
organization after an
information security incident
involves legal action (either
civil or criminal), evidence shall
be collected, retained and
presented to conform to the
rules for evidence laid down in
the relevant jurisdictions.

Continue existing process
and fold into ISMS.

(A.14.1 Information
Security Aspects of
Business Continuity
Management) Ensure
information security
aspects of business

ISG, ETSSS
A managed process shall be
developed and maintained for
business continuity throughout
GCS that addresses the
information security
requirements needed for the

Update business continuity
plan. Audit BCP for security
issues.

.
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continuity management
to counteract
interruptions to business
activities and to protect
critical business processes
from the effects of major
failures of information
systems or disasters and
to ensure their timely
resumption.

business continuity of the
SCDE.
Information security events
that can cause interruptions to
business processes shall be
identified, along with the
probability and impact of such
interruptions and their
consequences for information
security.
Plans shall be developed to
maintain or restore operations
and ensure availability of
information at the required
level and in the required time
scales following interruption to,
of failure of, critical business
processes.
A single framework of business
continuity plans shall be
maintained to ensure all plans
are consistent, to consistently
address information security
requirements, and to identify
priorities for testing and
maintenance.
Business continuity plans shall
be tested and updated
regularly to ensure that they
are up to date and effective.
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(A.15.1 Compliance with
Legal Requirements)
Ensure compliance with
legal requirements to
avoid breaches of any
law, statutory, regulatory,
or contractual
obligations, and of any
security requirements.

All relevant statutory,
regulatory and contractual
requirements and the SCDE
approach to meet these
requirements shall be explicitly
defined and documented and
kept up to date for each
information system and the
organization?
Appropriate procedures shall
be implemented to ensure
compliance with legislative,
regulatory and contractual
requirements on the user of
material in respect of which
there may be intellectual
property rights and on the use
of proprietary software
products.
Important records shall be
protected from loss,
destruction and falsification, in
accordance with statutory,

Determine all privacy and
other legislation
requirements for SCDE
information. Ensure
security controls support
compliance.

regulatory, contractual and
business requirements. Data
protection and privacy shall be
ensured as required in relevant
legislation, regulations
and (where applicable)
contractual clauses. Are shall
be deterred from using
information processing
facilities for unauthorized
purposes.
Cryptographic controls shall be
used in compliance with all
relevant agreements, laws and
regulations.
(A.15.2 Compliance with
Security Policies and
Standards, and Technical
Compliance) Ensure
compliance of systems with
the SCDES security policies
and standards

Managers shall ensure that all
security procedures within their
area of responsibility are carried
out correctly and does to
achieve compliance with
security policies and standards.
Information systems shall be
regularly checked for
compliance with security
implementation standards.

Implement in ISMS. Continue
SCDE security awareness.
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(A.15.3 Protection of
Information Systems Audit
Tools) Maximize the
effectiveness of and
minimize interference
to/from the information
systems audit process.

Audit requirements and
activities involving checks on
operational systems shall be
carefully planned and agreed to
minimize the risk of disruptions
to business processes.
Access to information systems
audit tools shall be protected to
prevent any possible misuse or
compromise.
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